
Office of Inspector General 
United States Postal Service 


July 30, 2019 


Ms. Emma Best via email; 75437-46472565@reauests.muckrock.com 

RE: FOIA No. 2019-IGFP-00438 


Dear Ms. Best: 


This responds to your June 17 Freedom of Information Act (FOIA) request for records related to 
Records mentioning, describing, or generated as a result of 13 Computer - Theft of Identity 
investigations conducted by the OIG Office of Investigations (specific case numbers provided). 

On July 16, we received your follow up correspondence for status of your request. As explained 
in our July 17 email acknowledging receipt of your request, we could find no record of having 
received your original request and apologize for the delay. 

As our FOIA program continues to evolve, we are encouraging requesters to submit requests, 
with all attachments, via email at foia@uspsoiq.qov . Additionally, this speeds up our ability to 
conduct a search for responsive documents and issue our final determination. This also allows for 
more accurate searching as we can cut and paste information directly into search fields. 

We reviewed the available Closing Memoranda, transmittal letters, and Reports of Investigation 
associated with the provided case numbers and determined the following: 

• 02UIHQ0559S3CT, consisting of 8 pages: One page is appropriate for release without 
redaction, while the remaining 7 pages are appropriate for release with redactions made 
under FOIA Exemptions (b)(7)(c) and (b)(7)(e), 5 U.S.C. § 552 (b)(7)(c)' and (b)(7)(e)2. 

• 02UIHQ0639S3CT, consisting of 6 pages: All 6 pages are appropriate for release with 
redactions made under FOIA Exemptions (b)(3), (b)(7)(c), and (b)(7)(e), 5 U.S.C. § 552 
(b)(3)^ (b)(7)(c) and (b)(7)(e). 


■' Exemption (7)(C) permits the withholding of records or infonnation compiled for law enforcement purposes, the 
release of which could constitute an unwarranted invasion of the personal privacy of third parties. Lacking an 
individual's consent or an overriding public interest, third party investigatory records and/or allegations of misconduct 
must be withheld under Exemption (7)(C). This includes the names of, or identifying statements made by, any 
persons making allegations against the subject of an OIG investigation. The withheld material consists of third-party 
interviews which must be protected to provide the confidence necessary to encourage cooperation with law 
enforcement agencies. None of the information being withheld is appropriate for discretionary disclosure. The names 
of law enforcement personnel are among the items redacted based on 5 U.S.C. § 552(b)(7)(C). 

^ Exemption (7)(E) permits the withholding of records which would disclose techniques and procedures for law 
enforcement investigations or prosecutions or would disclose guidelines for law enforcement investigations of 
prosecutions if such disclosure could reasonably be expected to risk circumvention of the law. In addition, exemption 
(7)(E) permits the withholding of law enforcement guidelines that pertain to the prosecution or investigative stage of a 
law enforcement matter, to include law enforcement manuals, policy guidance documents, settlement guidelines, 
monographs, and emergency plans, as well as other types of law enforcement guidelines. 

^ Exemption (b)(3) provides agencies may withhold records exempted from disclosure by another statute that 
“establishes particular criteria for withholding or refers to particular types of matters to be withheld.” Under the 
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• 05UIMI4153S3IO, consisting of 6 pages: One page is appropriate for release without 
redaction, while the remaining 5 pages are appropriate for release with redactions made 
under FOIA Exemptions(b)(3), (b)(7)(c), and (b)(7)(e), 5 U.S.C. § 552 (b)(3), (b)(7)(c) 
and (b)(7)(e). 

• 07UIBH0777CI3MS, consisting of 9 pages; Two pages are appropriate for release 
without redaction, while the remaining 7 pages are appropriate for release with 
redactions made under FOIA Exemptions (b)(3), (b)(6), and (b)(7)(c), 5 U.S.C. § 552 
(b)(3), (b)(6)^ and (b)(7)(c). 

• 07UIGR4325CI3MS, consisting of 3 pages; One page is appropriate for release without 
redaction, while the remaining 2 pages are appropriate for release with redactions made 
under FOIA Exemption (b)(7)(c), 5 U.S.C. § 552 (b)(7)(c). 

• 08UICH4504GC04GC, consisting of 3 pages: All 3 pages are appropriate for release 
with redactions made under FOIA Exemption (b)(7)(c), 5 U.S.C. § 552 (b)(7)(c). 

• 08UIIN7062GC04GC, consisting of 2 pages: Both pages are appropriate for release with 
redactions made under FOIA Exemptions (b)(7)(c), and (b)(7)(e), 5 U.S.C. § 552 
(b)(7)(c) and (b)(7)(e). 

• 08UINY3819GC04GC, consisting of 3 pages: All 3 pages are appropriate for release 
with redactions made under FOIA Exemption (b)(7)(c), 5 U.S.C. § 552 (b)(7)(c). 

• 08UIRF3733GC04GC, consisting of 18 pages; Two pages are appropriate for release 
without redaction, while the remaining 16 pages are appropriate for release with 
redactions made under FOIA Exemption (b)(7)(c), 5 U.S.C. § 552 (b)(7)(c). 

• 08UITA3531GC04GC, consisting of 8 pages: One page is appropriate for release 
without redaction, while the remaining 7 pages are appropriate for release with 
redactions made under FOIA Exemptions (b)(6) and (b)(7)(c), 5 U.S.C. § 552 (b)(6) and 
(b)(7)(c). 

• 09UIBG2958GC04GC, consisting of 20 pages; Two pages are appropriate for release 
without redaction, while the remaining 18 pages are appropriate for release with 
redactions made under FOIA Exemptions (b)(3) and (b)(7)(c), 5 U.S.C. § 552 (b)(3) and 
(b)(7)(c). 

• 09UISL0936GC04GC, consisting of 8 pages: One page is appropriate for release 
without redaction, while the remaining 7 pages are appropriate for release with 


Inspector General Act of 1978, an OIG is duty bound to protect information provided by agency employees during an 
investigation. Public Law 95-452 5 U.S.C. app. 3 § 7(b). 

“ Exemption (b)(6) pertains to information the release of which would constitute a clearly unwarranted invasion of the 
personal privacy of third parties. The withheld material includes names, titles, and identifying information of private 
citizens. This information is not appropriate for discretionary disclosure. 
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redactions made under FOIA Exemptions (b)(3) and (b)(7)(c), 5 U.S.C. § 552 (b)(3) and 
(b)(7)(c). 

• 09UISL2419GC04GC, consisting of 1 page; This page is appropriate for release with 

redactions made under FOIA Exemption (b)(7)(c), 5 U.S.C. § 552 (b)(7)(c). 

If you have questions regarding the processing of this request, you may contact me at 703-248- 
2410. You may also contact the Office of Government Information Services (OGIS) at the 
National Archives and Records Administration to inquire about the FOIA mediation services they 
offer. The contact information for OGIS is: Office of Government Information Services, National 
Archives and Records Administration, Room 2510, 8601 Adelphi Road, College Park, Maryland 
20740-6001, e-mail at oqis@nara.qov : telephone at 202-741-5770; toll free at 1-877-684-6448; 
or facsimile at 202-741-5769. 

If you are not satisfied with our action on your FOIA request, you may file an administrative 
appeal. To do so, write to the attention of Gladis Griffith, Deputy General Counsel, 1735 N. Lynn 
Street, Arlington, VA 22209-2020, within 90 days of the date of this letter. We accept written 
appeals via U.S. Mail; e-mail to FQIA@uspsoiq.qov ; or fax to 703-248-4626. Include the initial 
request number (e g., 20XX-IGXX-00XXX) and the date of this letter. Explain what specific 
action the FOIA Office took that you are appealing. Mark all correspondence "Freedom of 
Information Act Appeal." 


Sincerely, 



Robert Fullerton 

Manager - FOIA, Policy, and Records 





UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 

1735 NORTH LYNN STREET 
ARLINGTON, VA 22209-2020 


DATE: December 11,2003 


PREPARED BY: 


|{b){rxc) 


CASE#: 02UIHQ0559S3CT CROSS REFERENCE#: 

TITLE: ONLINE FRAUD USING USPS WEBSERVER 


CASE AGENT (if different from prepared by): 


REPORT OF INVESTIGATION 

PERIOD COVERED: FROM May 20, 2002 TO December 12, 2003 

LOCATION OF OFFENSE: USPS. INTERNET WEBSITE 

STATUS OF CASE: CLOSED 

□continuing INVESTIGATION 
□SIGNIFICANT DEVELOPMENT 
□PROSECUTION REPORT 

□pending judicial action 
□pending administrative action 
□pending other action 
□referral to another agency 
□closed 

JOINT AGENCIES: 

NONE 

DISTRIBUTION: 

USPSOIG 
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RESTRICTED INFORMATION 


This report is furnished on an official need to know basis and must be protected from 
dissemination which may compromise the best interests of the U.S. Postal Service Office of 
Inspector General. This report shall not be released in response to a Freedom of Information 
Act or Privacy Act request or disseminated to other parties without prior consultation with the 
Office of Inspector General. Unauthorized release may result in criminal prosecution. 
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INTRODUCTION 


This investigation was initiated on May 20, 2002 when information (incident 020502- 
003) provided by the U.S. Postal (DSPS), Computer Incident Response Team (CIRT) 
revealed an alleged attempt to defraud American Online (AOL) customers via the use of 
a USPS computer system. This appeared to be in violation of 18 USC Chapter 47 § 
1029, Fraud and related activity in connection with access devices and 18 USC 1343, 
wire fraud. 
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SYNOPSIS 


This investigation concerned an allegation that the USPS website was being used to 
launch fraudulent Internet activity against AOL customers. The network connection 
associated with the fraudulent network activity was traced to an account owned by 

Subsequent interviews in 


pmc) 


the neighborhood of |^‘>)^) [reveale d he was suspected of using the stolen credit 
card accounts to send |^^^^^^^^ "I flowers and threatening messages. 


Investigative effort revealed the credit card of a U.S. Marine Corps (USMC) member 
was used to order flowers from two online flower companies. The flowers contained 
notes of a threatening nature. These flowers were sent to a Federal public housing 
ma nager in the Boston, MA area. The investigation develope d two suspects in Newton, 


MA,tW^ 


Both individuals are 


purportedly unempl oyed and ski lled with computers. The Newton Police Depa rtment 


(NPD) reported that |W(fKC) [ jg suspected of committing an armed robbery. 


has been involved in several incidents of assault, property damage, and vandalism. 
Subpoenas were served on various online companies besides th e flower companies. 
None of the returned records developed any evidence implicating ~ 

in the Internet fraud. This case is being closed because of this lack of evidence and no 
further logical investigative leads. 


III. NARRATIVE 


The CIRT referred this case to the USPS, Office of Inspector General (OIG) on May 20, 
2002. The USPS website, www.usps.qov . was used as a vehicle to commit online fraud 
against America On Line (AOL) customers. A review of the CIRT incident report 
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The review also identified email address ^KC) | as being implicated in the 

fraudulent activity. An email was sent to the suspected perpetrator email address, 

:b)f7)(Q : |in an effort to gain information regarding the computer system 

used in this attack. 


disclosed that 


Backqround information gathered 


WMG) . _ _ 


A confidential source (C-001) disclosed that p^^^^^ _I nam ed, __ 

who is “good with computers”. A second intervi ew of C-0 01 identified las 

another possible suspect. The source described ^^^as a good fri end of 
and com petent with computers. Ba ckground information gathered via|WgKC); | on 
(b)(7KC) [ confirme d that he resided r - - | The same 

address used bv P^^^* I 


An interview of Detective pk^xc) , ■ ~^~1 disclosed thatf^^^ 

suspected of committing armed rob bery in th e local area. O n Februar 
was reinterviewed, he disclo sed tlTat^^Obad a history of pX^KC) 
?’X7MC) ~ Ijn the area. 


On May 30, 2003^^^^^ 


J's __ 

2003PWW) 



On Jun e 19. 200 3. with the assistance of the Naval Criminal Investigative Service 
(NCIS), was identified as a U.S . Marine Corps (USMC) member assigned to the 

Quantico Marine Corps Base. pX^KO [ was subsequently interviewed. He reported that 
only one un authorized charge was placed on his card. The charge was for flowers via 
the internet. [ explained that on approximately May 24, 2003 he received a 

message on his laptop computer via the Internet, either via email or instant messaging, 
linking him to an AOL site. This AOL site advertised itself as the billing center. It 
requeste d he provided his credit card number to update his customer records with AOL. 
Wfer Laid he did so. 
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p^) 


]also consented to a search of his computer for evid ence of t he reported fraud. 

also made available 


He signed the appropriate form and returned it to the OIG 
his laptop computer for imaging the next day. 


KbXTKG); 


On July 2, 2003 an pgKC); "I search was conducted on 


Appropriate personal information on both individuals was obtained. The recor ds 
indicate that both individuals reside ■■■■ ~~ ~ ” 


On July 11,2003 OIG subpoenas were served on FTD.COM, 1-800-FLOWERS.com 
and Hotmail.com for records relevant to this incident. Hotmail’s reply on July 14, 2003 


indicated that it did not have a record identifiable with 


1-800- 


FOWERS.com reply to the subpoena was received on August 1.2003. They confirmed 


that a flower order was pla ced using the credit card number ofr^^9> [ via the internet. 


The order was delivered toP^^ 


note which made threats of violence. 


The order contained a 


On August 5, 2003 online reseai 
identify the source of the attacks 

•ch was conducted on IP 

(^X7XC) In an effort to 

. using the USPS website. WF)(C|#X7XE) 

:b)(7KC);(b){7)(E) 

i' . . 

mm. mm 

On August 20, 2003 a subpoena was served on the 


Pacific-M arine Fede ral Credit Union (PMFCU) for the account records of^EI 
review of IPMFCU records indicated that a debiLcaiii.as.identified:-Visa..Ch.eck 


Card Classic (Debit Card) 


PK7KC) 


KWXC) 


was used to place an order on May y, 2 003. The order was placed via the 


internet on the ftd.com website for flowers. px>KC) [ subsequently contacted PMFCU on 
May 31, 2003 to report the fraudulent order. 

On August 20, 2003 FTD.COM complied with the subpoena. A review of the FTD.com 
recor ds reflected that on May 28, 2003 an Internet purcha se of flowers was placed 


USinQl' • . | I i ICi; ItWVV^I ^ VV^i ^ 0^1 II 

[bKTKC) Iw ith another threatening note. On September 30, 2003 an interview pfWHCj 


|(bX7)(C) 


The flowers were sent to 


:b)(7KC) [ Corporate Counsel for 1-800-FLOWERS.com, disclosed that there were no 


additional computer records available to identify the source of the fraudulent Internet 
transaction on May 29, 2003. 


A computer forensics exam of px^iio [ computer completed on November 29, 2003 


developed no additional investigative leads into the fraudulent Internet activity. 


IV. LAW ENFORCEMENT AND OTHER RECORDS 
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A review of law enforce ment records disclosed no criminal rec ords forP^^^> 

mm 


An interview of 


suspected of committ ing p^*^ 
disclosed that 1 had a history of |(t»)i7K'5) 


taisc losed that P^^^^ |was' 


in thel^^^^^^larea of jurisdiction. "lalso 


V. JUDICIAL/ADMINISTRATIVE REFERRALS 


None. 


VI. STATUTES 

This investigation was conducted under suspected violations of 18 USC 1343 (Wire 
Fraud) and 18 USC 1029 (Fraud using an access device). 


VII. SUBJECTS 


pmo) 


Social Security Number; fBxW 
DOB; 

Home Address; 

Phone(s); 



I 

Social Security Number; 
DOB; 

Home Address; 


Home Phone; 
Other Phone(s); 
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VIII. DISPOSITION OF EVIDENCE, CONTRABAND, AND PROPERTY 


N/A 


IX. STATUS OF INVESTIGATION 

This investigation is closed because of no additional investigative leads and a lack of 
evidence. 


X. EXHIBITS 

1) USPSCIRT I ncident Report, 020502 -00 

2) AR: Email to p)^XC) ~| jupg 10. 2002 

3) AR: Interview of | June 13. 2002 

4) AR: Subpoena to AT&T, June 21,2002 

5) AR: Subpoena to Hotline, June 19, 2002 

6) AR: 1(b)(7)(C): (bX7XE) r~~l December 19, 2002 

7) AR: Interview of CJ301. Ja nuary 14. 2003 

8) AR: Interview of p^^^ ^ January 14, 2003 

9) AR: Interview of C4)01 January 15, 2003 

10) AR: Interview of January 15, 2003 

11) AR: Interview of l(b)(7}(C) .~| Januarv 22, 2003 

12) AR: Mail Cover Request, J anuary 27, 2003 

13) AR: Interview of |(bX7)(C) [ February 4, 2003 

14) AR: Interview o f|tbH7KC) [ May 30, 2003 

15) AR: Interview o ffiWKC) | June 2, 2003 

16) AR: Interview of^wTJune 19,2003 

17) AR: Interview of^^LJ June 19, 2003 

18) AR: Consent to Search, June 19, 2003 

19) AR: Obtaining the laptop computer, June 19, 2003 

20) AR: Return of the laptop computer, June 20, 2003 

21) AR: p)(7XC).(b)(7XE) - ' ^ 1julv 2,2003 

22) AR: 1(b)(7)(C): (b)(7XE) ' ^ julv 2 ,2003 

23) AR: Subpoena service on FTD.COM, July 11, 2003 

24) AR: Subpoena service on 1-800-FLOWERS.com, July 11,2003 

25) AR: Subpoena service on Hotmail.com, July 11,2003 

26) AR: Subpoena reply from Hotmail.com, July 14, 2003 
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27) AR: Subpoena reply from 1-800-FLOWERS.com, July 11, 2003 

28) AR: [August 5, 2003 

29) AR: Subpoena service on PMFCU, August 20, 2003 

30) AR: Subpoena reply from FTD.COM, August 20, 2003 

31) AR: Subpoena reply from PMFCU, September 2, 2003 

32) AR: Records review of PMFCU, September 2, 2003 

33) AR: Interview of ^feXrKC) ~ | September 30, 2003 

34) Computer Forensics Exam, November 29, 2003 
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UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 

1735 NORTH LYNN STREET 
ARLINGTON, VA 22209-2020 


DATE: October 30, 2003 


PREPARED BY: 


KbK7)(C) 


CASE#: 02UIHQ0639S3CT CROSS REFERENCE#: 

TITLE: UNAUTHORIZED POSSESSION OF USPS COMPUTER USERNAME 
IDENTIFICATIONS AND PASSWORDS 


CASE AGENT (if different from prepared by): 


REPORT OF INVESTIGATION 

PERIOD COVERED: FROM July 2002 TO November 2003 

LOCATION OF OFFENSE: North Metro P&DC, Duluth. GA 

STATUS OF CASE: Closed 

□continuing INVESTIGATION 
□SIGNIFICANT DEVELOPMENT 
□prosecution REPORT 
□pending judicial ACTION 
□pending ADMINISTRATIVE ACTION 

□pending other action 
□referral to ANOTHER AGENCY 
□closed 

JOINT AGENCIES: 


DISTRIBUTION: 
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INTRODUCTION 

This investigation was initiated upon receipt of information that an unknown employee of 
the U.S. Postal Service (Postal) was in unauthorized possession of passwords and 
account names of other Postal employees. This activity is in direct violation of Postal 
manual AS-805 and 18 DSC 1030. 


SYNOPSIS 

This investigation concerned an allegation that a Postal employee, had 

compromised Postal computer network security by obtaining account names and 
passwords and then using this information to send emai l with a r eligious theme to 
coworkers. A note was found in or near the area where py)(C) [ worked with other 
Postal employees. The note contained the account names and passwords. 
denied owning or possessing any note with account names and passwor ds. Postal 
employees did not know where the note came from or how i t appeare d in work 

area. No evidence or testimony was developed to implicate p^^^^ | or any other Postal 
employee in any wrongdoing. 


NARRATIVE 


On July 11,2002. ^ Pos tal, provided a document conta ining logon 
identifications and passwords. (t>)(7)(C) ] said •__ Maintenance 


Opera tions Supp ort Department, provided him the document in approximately June 
2002. |(faX7KC) [ informed him that the document was dis pvered on a desk u tilized by a 
Maintenance Operations Support Department employee, 


On 17 July 2002, P^>^^> ^ | Information Systems, Atlanta District 

Office reported that a Po stal employe e was in unauthorized po ssession of passwor ds of 
other Postal employees, [(bx^xc) p dentified this employee l a 

Maintenance Support employee at the South Atlanta P&DC. He said that post-it note 
was found with account names and passwords. 


On July 17, 2 002 , [ Postal, was interv iewed regarding^‘^X^X^ 

discovery that^^ account was used to send unauthorized email. 


bXTXC); (bK3):Pub L No:^452 92 Stat. 1101 
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1(b)(7)(C), (b)(3):Pub. L. No, 95-452 92 Staf 1101 


On July 17. 2002, 

W(7xc) Postal, was interviewed regarding the possible 

compromise of Postal computer account. 

(bX7XC); (b)(3):Pub. L No 95452 92 Stat 1101 

(b)(7XC); (bK3);Pub. L. No. 95452 92 stat 1101 


On July 17, 2002f^ 


Postal, was interviewed regarding the possible 


compromise ofPostal computer account. |[bK7KC);(b)(3)Pub. l.N o .95452 92 statuoi 


|(b)(r)(C); (bX3):Pub. L No. 95452 92 Stat. 1101 


Kb){7){C) 


Postal, was interviewed reg arding the discovery of a 

I ii-if onH r\^ co»*„^rHe KbX7)(C); (bK3);Pub. L No. 9S452 92 


On July 17, 2002,_ 

post-it note containing Postal account names and passwords. 


|{b)(7)(C), (bX3):Pub, L. No. 95452 92 Stat 1101 






On July 17, 2002,^ _[Postal, was 

interviewed regarding the possible compromise of Postal computer accounts and 
passwords |(b)^KC), (b)(3) Pub L no. 95-452 92 stat. noi ^ ^ 

^bK7XC),(bX3):Pub L No 95452 92 StaL 1101 7 ! 

■C-,.,, ':*k , 

'ti' - 

-il „ 


'sa 






|(b)(7KC) 


On July 18, 2002 Special Assistant U.S. Attorney (SAUSA), 

Attorneys Office, Nort hern Distri ct of Georgia, was briefed on the facts of the 
investigation to date. [ expressed interest in this investigation. 


U.S. 


On August 22, 2002, a network monitoring computer was placed o n the netwo rk of the 


North Metro P&DC for the purpose of capturing network traffic from pWxc)^^ computer. 


On February 4, 2003 W(7)(C),(b)(7)(E} 

{bX7XC); (bX7XE) 
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On February 7, 2003, a review of computer logs obtained from||g|||~~Jestablished on 
the Postal network at the North Metro P&DC was revie wed. The logs contained no 
evidence of inappropriate network activity by a 

On March 12, 2003, a drive-by of the reside nce ~ 

was conducted. The residence is owned a Postal employee. The 

purpose of the drive-by was to identify any automobiles, motorcycles in or around the 
property. The residence is a single family home with an attached garage. No evidence 
of an automobile or motorcycle could be seen near or around the property. 

On March 13, 2 Q 03 , |W(^XC) ~| Postal, was interviewed to obtain 

backgrou nd information regarding the maintenance operations support (MOS) team and 
(b)(7KC) [ role on the team. The MOS is responsible for maintaining and managing 
stock inventory for the mail processing equipment (MPE) at the P&DC. This includes 
inventory maintenance and orde ring, hardware assignments, and software updates. 
[bK7KC) [ explained that p>X7KC) [ can and does take part in all of these assignments as 
needed. Regard ing the n ote recovered in June 2002 with user names and passwords, 
she was asked jfpmc) [needed the account names and passw ords of othe r users on 


the MOS, she said no. Each user including | according 

sufficient level of access to the computer to conduct their jobs. 


toP^ 


has a 


On March 13,2003, P^^^^^.->. ; ^ [ North Metro 

P&DC, Postal, was interviewed concerning a n allegation thatfey jillicitlv obtained 
account names and passwords of coworkers. PK^KC); (bX 3 ):Pub. i. No 95.45292 stat 1101 



On N ovember 12, 2003. H was reinterviewed regarding this investigation. 

I reports no further incidents involving notes containing passwords/accounts, 
inappropriate emails, or other unauthorized uses of Postal computer equipment and 
networks. 
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LAW ENFORCEMENT AND OTHER RECORDS 


On Febaiary 4, 2003.P>)t7)(C);{b)(7)(E) 


mm mm 






.r.S 






. taAteiasim 


^ ,, - 



JUDICIAUADMINISTRATIVE REFERRALS 

This matter was referred to the U.S. Attorney’s Office for the Northern District of 
Georgia. This case was declined because of the lack of evidence. 

JUDICIAUADMINISTRATIVE ACTION 

None required. No administrative action was requested. 

SUBJECTS 

Name: 

SSN: 

DOB: 

DISPOSITION OF EVIDENCE, CONTRABAND, AND PROPERTY 

All evidence is currently in the evidence facility at the OIG office in Raleigh, NC. 

STATUS OF INVESTIGATION 



Closed. 


EXHIBITS 


( 1 ) 

( 2 ) 

(3) 

(4) 

(5) 

( 6 ) 
(7) 


Interview of . Uulv 11. 2002 

Interview ofS??'K, 

July 17, 2002 

Interview of . 

July 17, 2002 

Interview of 

Muly 17. 2002 

Interview of 

July 17, 2002 

Interview of 

(b)(7)(C); Uulv 17, 2002 

Interview of 

ibK7)(C); 

'hV/ttPiih 1 

/July 17, 2002 
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(8) Meeting with ^^^xyxg): I Juiy 18,2002 

(9) Installation of Network Monitor/August 22, 2002 

(10) |[bX7XC):(b)(7XE) t^ ehruarv 4, 2003 

(11) Review of Network ESw^l' t ogs/February 7, 2003 

(12) Drive-By of Residence /March 12, 2003 

(13) Interview of , I viarch 13, 2003 

(14) Interview of ^>gyc}:^ M arch 13, 2003 

(15) Interview of^^^^TjNovember 12, 2003 
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I. 


PREDICATION 


This investigation was based on a hotline compliant filed 


Human 


Resource Specialist (HRS), United States Postal S ervice (USPS) and^^xo 


Acting HRS, USPS, alleging a conflict of interest by^w^ 
|{b)gKcr iPost Office, USPS. 


|(6K7)(P) 


has alleg edly been dir ecting USPS employees at the Post Office to 


buy insurance from |ins uranee salesman, just off USPS property as they 


return from their routes. [ allegedly encourages the USPS employee to 

purchase insurance from this salesman stating that he has purchased insurance from 
him, and that the salesman is “legit". 


W(7Kc [ had allegedly convinced USPS employees to compromise the security of 
PostalEase by giving their passwords and pin numbers to him through his sales pitch. 


II. POTENTIAL VIOLATIONS 

An investigation is required in order to develop evidence leading to possible criminal 
and/or civil prosecution under Title 18 USC 641 (Public money, property or records) 

Title 18 USC 1030 (Fraud Related to the Connection of Computers). Title 18 USC 1343 
(Fraud by Wire Telephone or Television), or other civil/administrative proceeding as 
appropriate. 


III. SYNOPSIS 


The in vestigation determined that there was no evidence to support the allegation that 
|W(c[ convinced USPS employees to compromise the security of PostalEas e by giving 


him their pin numbers. There was no evidence to support the allegation that^^f^ 
dire cted emplo yee’s to^^ However, there was some evidence t o supp ort the fact 


thatp)^^^^) [encouraged employee’s to purchase insurance from MP 
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|W{7KC) 


Rtatfid that he taDedP^j^^Hsales meetina notice to the employee time clock, 

^ ti. v>^vi^ I . lflk\riP\/r*\ I ... . . . 


and he made an announcemen t thatr^^^ ould be outside. [ stated that he did 

infor m USP S employee’s about F^^^> [ seryices, and that he had purchased insurance 
fromp^in 1990/91. 


|{b)(7)(C) 


USPS, stated that^xo^^told him and other employees on USPS 


propirtylhatp^ was located just outside the gate, and would provide a free financial 
analysis of their projected retirement.^^^said thatposted a notice of the 
free financial planning on the time clock, so he thought that the USPS had endorsed 

pwnc) I 


IV. BACKGROUND 


This investigation was based on a hotline compliant filed [ alleging 

a conflict of interest by P)<^>(^> ~~1 0n May 5, 2005 the allegation was assigned to the 
RA. 


V. SUPPORTING DETAILS 


On May 6. 2005 the RA talked with 

regarding the allegation they 

submitted on Mav 5. 2005. stated that on May 4, 2005 she was contacted by 

(b)(7KC) 

USPS, regarding an experience 

(bxfxc) had withp)f^>^c> Insurance Salesman. 

(bXTxc) , [stated that after she was 

contacted she notified who contacted P>X7XC) '-r HR Manager, and upon 


approv al ofPkrxc? 


Neither 


the alle gation was submitted to the Office of Inspe ctor Gene ral 
had any direct knowledge of the allegation. 


provided 

the RA with a signe d copy'of a statement she made regarding information she received 


fromP^^^ 


during a telephone conversation on May 4, 2005. 


On May 5, 2005, the RA interviewed 

:b)(7KC),_. . 

provided the following 

information. 

(b)(7)(C); (bX3);Pub L No 95452 92 Sfat 1101 .i:'"’ , ' 

(b)(7)(C); (bX3):Pub.;L. No. 95452 92 Slat. 1101 
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On May 5, 2005, the RA interviewed 
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VI. DISPOSITION 


There was no evidence to support the allegation, so this investigation is closed. 
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I. 


PREDICATION 


On October 18, 2006, the United States Po stal Service (USPS) Office of Inspector 
General (O IG), received an alleg ation from 

p)(7XC) iHuntsville, AL, USPS.P^^^^ I alleges that on September 14, 2006, 

(bMTK^^ ";7r' l^rab"^st Office, USPS, Arab, AL used her 

USPS computer to fraudulently open an ac count with Cinaula r Wireless using his social 
security number. Cingular Wireless alerted [ tp the fraudulent account 
access using USPS access. 


II. SYNOPSIS 

A computer search was con ducted by the OIG to identify Web log activities of the postal 
service computer access of ~j computer usage on September 14, 2006. 

The search revealed numerous a ccesses o f the Cingular Wireless web site on the 
morning of September 14, 2006. |[toK7)(C) [was interviewed on March 1,2007. 
did not confirm or deny the illegal access "I cell phone account but 

did state she was sorry and it would not happen again. 

III. BACKGROUND 






IV. SUPPORTING DETAILS 

On October 18, 2006, the OIG ope ned an investigation into an allegati on received from 

jalleges that on September 14,2006, |^X7)(C) ~ 

[b)(7KC) [ used her USPS computer to fraudulently open an account wi^]_ 

Cingular W ireless using his social security number. Cingular Wireless alerted 
|to the fraudulent account access using USPS access. 


A computer search was requested to id entify Web log activities of the postal service 
computer acces s ofl^^’^t^KC) [ computer usage on September 14, 2006. The 

search revealed F)^^^^> I was on numerous Cingular web sites from 5:15am to 6:38am 
on September 14, 2006 {Exhibit 1). 


Kb){7)(C) 


On March 1, 2007, RA interviewed f f _postmaster, Arab 

Post Office, USPS, Arab, AL 35016 witnessed the interview. The interview was in 
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V. DISPOSITION 


On March 27, 2007 


,i received an official discussion. 


VI. EXHIBITS 


1. Copy of a Web Log activity report ‘ j postal service compL 

access on September 14, 2006. 

2. Copy of a n OIG Ackn owledgement of Rights form dated March 1, 2007 and 
signed by^EZ] 


service computer 
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UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 

8400 NW 36th St, Suite 260 
MIAMI, FL 33166 


Date; March 19,2007 


IbPKC) 

Postmaster 
819 N Main St. 
Arab, AL 35016 


Subject: 


HPT-" 


Reference: OIG Case No. 07UIBH0777C13MS 


RESTRICTED INFORMATION 


The U.S. Postal Service, Office of Inspector General (OIGt recently c onducted an 


Investigation or f^H^HQ 


Arab Post Office, 


United St ates Postal Service (USPS), Arab AL 35016. Investiga tion has disclosed 


tbXT^ misused her USPS computer to fraudulently accessing 


cell 


phone account. The attached Report of Investigation and exhibits are submitted tor 
your consideration and decision as to whether disciplinary action is warranted. 


Please advise me, in writing within 30 days, of your decision in this matter. If you decide 
to take disciplinary action, please furnish me a copy of the letter to the employee and 
your final decision letter. 


The Report of Investigation is “Restricted Information.” All OIG reports are furnished on 
an official need to know basis and must be protected from dissemination that may 
compromise the best interest of the U.S. Postal Service. 


If you have any questions or need additional information, please contact Special Agent 

ibmmm ^ ^ I 



James Davis 
Special Agent-In-Charge 
Miami Field Office 


Enclosure: Report of Investigation 
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PREDICATION 


On October 18, 2006, the United States Postal Service (USPS) Office of Insoector 

I \ > . - ■::.I I I 


General (O IG1. received an alleqation from 

K%rrwr>A , ... b m ..! m m 1 ^ ,.— I ii Mi liiii rrnmnnnn i B 


:bX7KC) [Huntsville. AL, USPS.F^ 


KbM7XC) 


]alleges that on September 14, 2006 


jArab Post Office, USPS, Arab, AL used her 


USPS computer to fraudulently open an ac count with Cinoul ar Wireless using his social 

__ i.. _ I ^ • I t • • 1 - _ ^ 


security number. Singular Wireless alerted 
access using USPS access. 


to the fraudulent account 


SYNOPSIS 


A computer search was co nducted by the OIG to identify Web log activities of the postal 
service computer access of pxrxc) [ computer usage on September 14, 2006. 

The search revealed numerous a ccesses o f the Cingular Wireless web site on the 
morning of September 14, 2006. pFKC) Iwas interviewed on March 1, 2007. phcc) 
did not confirm or deny the illegal access to ^^^c) | ^q[| p^one account but 

did state she was sorry and it would not happen again. 


III. 


BACKGROUND 



IV. SUPPORTING DETAILS 


_On October 18, 2006, the OIG ope ned an investigation into an allegation received from 
ftbxrxc) ■' ■ ' - -- 


pmc) 


alleges that on September 14, 2006, 


used her USPS computer to fraudulently open an account with 


Cingular W ireless using his social security number. Cingular Wireless alerted 
pTxc) '* “ ' ■ ■ • • - —--- 


]to the fraudulent account access using USPS access. 


A computer search was requested to id entify Web log activities of the postal service 

_ ___ . _ . . /•i/u\ry\/r*v " I . _ ^ 


computer acces s ofpK^xc) __Jcomputer usage on September 14. 2006. The 

search revealed I was on numerous Cingular web sites from 5:15am to 6:38am 

on September 14, 2006 (Exhibit 1). 


On March 1,2007, RA interviewedPTO 


Postmaster, Arab 


Post Office, USPS, Arab, AL 35016 witnessed the interview. The interview was in 
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V. 


DISPOSITION 


All investigative issues have been concluded. This investigation is being referred to 
postal management in support of whatever action deemed appropriate. 


VI. EXHIBITS 


1 . 

2. 


p>M?XC) 






Spill" 


postal service computer 


Copy of a Web Log activity report of 
access on September 14, 2006. 

Copy of a n OIG Ackno wledgement of Rights form dated March 1, 2007 and 


sioned bv 

biyneu uy (b)(3):Pub. l. No 
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PREDIC ATION: On March 3, 2007, the Greensboro, North Carolina Police Department 
arrested H^^^^ ' 


an employee at the Human Resources Shared Services 


Center ( HRSSC) in Greensboro on charges related to a major bank fraud scheme. A 
search of pyxc) [ apartment revealed documents containing the personal identification 
information of several individuals. 


The focus of this investigation was to determine if |(b)(7)(c> [ used electronic access to the 
Postal Service’s personnel records to commit identity theft. 


DETAILS: 


Allegation 1PX7KC) | used Postal Service data systems at the HRSSC to obtain 


personal identification information of Postal Service employees in furtherance of an 
identity theft operation. 


Allegation 1 Findings No evidence was f ound to show P?^xcr~| stole personal 
identification information accessed through®]employment with the Postal Service. On 
March 28, 2007, the HRSSC provided the names of individuals whose files were 
assigned tofcx^KC) 


The hard drive from^^computer was imaged and searched by the Computer Crimes 
Unit. The CCU did r iot find evidence of l^X^)^) l improperlv accessing employee data, of 


any internet use, or^gj^using email to send personal identification data via email. 


The names found in the data on the drive have been documented in the event of future 
incidents of identity theft involving these individuals. 


On May 30, 2007, Greensboro, North Carolina Police Department Detectivep^^<^> 


advised that the personal identification information found at^W) 1 apartment appears 
to have originated at North Carolina A&T University, 


DISPOSITION: The investigation did not reveal evidence that pX7KC) l usedfeffliaccess to 
Postal Service data to commit identity theft. This case is closed. 
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SUMMARY OF INVESTIGATIVE ACTIVITY: 


On April 15, 2008, the United States Postal Service (USPS) Office of Inspector General 

_i_ t * » "I I » I I- , 


(OIG) received a complaint from 
suspects a USPS employee, 

•U\rTr\/Av ....'I ^ . __ 


Post Office, of obtaining her Discover Card number and using it to 


purchase a $1400 Dell computer via the internet. 


Sa F>^P [ queried USPS databases, specifically the Retail Data Mart (RDM) and 
obtained the exac t time, 1 1:35 am, that P»ff^c) l assisted F^^xc) l yyjth her 
transactions. Jcontacted Dell investigators and requested the date, time and 


Internet Protocol Address (IP) of the individual that logged onto the Dell website to 
purchase a Dell computer using the credit card information fromp^PT^ | Qeii 
investigators provided an IP address of p^xc) j pn March 28, 2008 at 11:22 am 


3^pK7)(C) 

address. 
waited on^^> 


served an IG subpoena on Comcast Internet Services for the above listed IP 

• J- _ . .. . .... .... . i . 


already used 


he informati on received did not match that of 
]l3 minutes after 


In addition. Fx^xb 


credit card information was 


The following is the information obtained from Comcast Internet Services: 


Subscribers name 
Address: 

Telephone: 
Account Status: 
Account Created: 
Account Number: 
Email User ID: 


Kb)(7)(C) 
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This inform ation was passed on to Dell investigators. In addition, 


was 


notified that^i^^^was not involved in the capturing of her credit card information. 


This case is closed, no further action is necessary. 


PREPARED BY: SA 

(b)(7XC) 


DATE: 6-18-08 

APPROVED BY: ASAC John Farrell 

DATE: 6-18-08 
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On August 21, 2008, a case was opened and three subpoenas were requested through 
E-Subpoena. The Office of General Counsel (OGC) questioned the investigative 
jurisdi ction of t he Office of Inspecto r General (OIG) in the investigation. Special Agent 
^(h^informed Senior Attorney, OGC, that the reason the case was 

open ed was to a ^ist th e Inspection Service in obtaining the subpoena information, 
directed to OIG Investigative Manual section 304.2.4 paragraph 5. 



On August 28, 2008, SA [ contacted the investigating Inspector regarding the 
closure of the case. No further action is warranted in this case. This case is to be 
dosed. 
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CASE SUMMARY REPORT 

PERIOD COVERED: FROM: March 13. 2008 TO; April 8, 2008 


STATUS OF CASE: CLOSED INVESTIGATION 


SUMMARY OF INVESTIGATIVE ACTIVITY: 


The United States Postal Servi ce Office of Inspector Gen eral’s New York Area Field 
Office received information thatp>P>^c> ' [appears to hae submitted a 


fraudulent credit application to Commerce Bank on January 25, 2008. 


The credit application submitted was under the name ofp)F){C) 


Postal dat abase s show that 
contacted 


is not a Postal e mployee 


A check of 


Jat her residence in South Caroline, pxrxc) 


Com merce Bank 
Istated that she 


did not submit the application . A review of the ap plication showed that an additional 


credit card was requested forp^W 


On March 25. 2008, USPSOIG Special Agents 


Kbxrxc); (b)(3) Pub L. No, 95-452 92 Stat 1101 
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Information [ will be shared with the United States Postal 

Inspection Service. Due to any further investigative leads relating to any Postal 
employees, this case is being closed. 


ATTACHMENT 1 


kbXTKC), iMOl 032508 
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PREDICATION 


On Wednesday, February 27, 2008, the United States Postal Service (USPS), Office of 
Inspector General (OIG), Capital Metro Area Field Office received an investigative referral 

fro m_ the Fairfax County, VA, Police Department regarding 

contract employee for Manpower Inc (Manpower ), USPS 


mrm 


Merrifield Engineering Department. Fairfax County police arrested February 


14, 2008, for multiple felonies invo lving a burg lary and stolen credit cards and other items. 
A further criminal history check forpmi^) positive for previous arrests for one felony 
and one misdemeanor (Exhibit 1) 


11. 


SYNOPSIS 


tb)(7XC) 


was arrested and charged with three felonies while employed with 


Manpower and assigned to the USPS Engineering Department in Merrifield, VA. 


KWXC) 


[failed to disclose h er arrest to Ma npower and the USPS. When the OIG 
notified USPS management of |(b)(fXC) - [ arrest, she was immediately escorted from 


the Engineering building and Manpower subsequen tly removed her from the USPS 


contract. However, Manpower continues to employp>X7xc) ^ "jand the company has 
not taken any steps to terminating her employment as of the date of this report. 


III. BACKGROUND 


[bX7XC) 













IV. SUPPORTING DETAILS 


Kb)(7)(C) 


Allegation 1 :_ 

to disclose this information toPf^ 


was arrested for off-duty criminal misconduct and failed 
^or the USPS. 


On March 7, 2008, Special Agent (SA)F^ 


contacted Detective 


pmc) 


Fairfax County Police Department, West Springfield Station. DetectiveP^^ 


IS 


currently investigating the bu rgla ry and assoc iated thefts involving several individuals 

was arrested on February 14, 2008, on 


Kfxc) 


saidpxW 


including 

three felony larceny charges stemming from a burglary onp^^ 


is accused of using personal credit cards that were stolen from a Fairfax residence on 


Page 3 

This report is furnished on an official need to know basis and must be protected from 
dissemination which may compromise the best interests of the U.S. Postal Service Office of 
Inspector General. This report shall not be released in response to a Freedom of Information 
Act or Privacy Act request or disseminated to other parties without poor consultation with the 
Office of Inspector General. Unauthorized release may result in criminal prosecution. 


RESTRICTED INFORMATION 













that day. |(W)(C) ~| was arreste d wit hP»<^)^c) , j®'' 

facing additional charges. said px?xc) | posted a $3,000 bond and is due in 
court for her preliminary hearing in May 2008 (Exhibits 2). 

An OIG review of publicly available court records indicated that |tfaK7KC) [ was charged 
with three felonies on February 14, 2008. Two of the charges are for credit card fraud 
and the third relates to receiving stolen property (Exhibits 3-5). 


On March 7, 2008, ~~] met withP^HC) [v ice Pres ident, 

Engineering, Merrifield, VA, regarding WXd) SA pH7XC) [ advised 
Fairfax County Police are currently investigating a burglary and associated thefts 


involving several individuals, including 


SA p(7KC) 


a copy of put 
[WKC) ladvi 
(1>)C7)(C) || 

status. |(W7KC) 
IcBktxc) n 


of publicly available court records regarding pxrxc) 


recent arrest. SA 


advised pX7xc) [that a detective from Fairfax County had interviewed 


DSPS supervisor, WKC) 


day earlier i 


[said he was unaware of this. He then called his Director of Security, 


as well aspX7XC)|to his office. 
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(b)(7KC) 


Kb)(7KC) 


said she would pu ll p hone records for Thompson’s USPS desk phone, 


personal cell phone, 
month. 


said 


mm 


(b)(7)(C) 


pid not have a USPS cell phone, only a 


5aid the Manpower contract was set to expire in one 


At the request of p^lf 


escorted 


from the building and seized 


her USPS identification badge at approximately 3:45PM. said^^^ 


gathered se veral personal items prior to leaving. [ ii^ized the two computers 


PKTKC) 


3^ (bX7XC) 


routinely accessed, as well as several p ost-it notes containing personal 

had abandoned. 


ide ntifying in formation and telephone numbers that Wh(C) 


(Exhibit 6, 7 


provided these computers to the OIG’s Computer Crimes Unit for analysis 


Following th e QIC’s no tification to USPS man agement of 


charges, SA obtained f^x7kC) 


pending criminal 


^ ,_, lUS PS telephone logs, internet bro wser 

history logs and e-mail archives. SA|^^^^^^ also determined thatp^^^^^^ had 


accounts. (^Xtxc) 


access to two USPS c redit cards; however, there was no fraud identified on these 

did not have access to other credit cards or purchase accounts. 


A review of the internet logs determined that |y^>^9 [ searched for a pawnshop 


seven days after the date of the burglary. Thi s pawnshop is one of the pawnshops 
ide ntified in th e overall fraud scheme targetin gpK^KC) ' 

Ip rovide d this informa tion to Det. 
criminal case againstp^> ai ](Exhibit 8). 


for use in his investigation and 


A review ofP^^ 


telephone logs also rev ealed that sh e had telephone 


conversations with a known criminal associate of^^^__|four times prior to the 
January burglary u sing he r USPS work telephone. brovided this 

• ^ Er\^\/7»n.. .... 


information to Det. for use in his investigation and criminal case against 
[bK>KC) I (Exhibit 9). 


Allegation 2: 
hired by Manpower. 


. Kb){7)(C) 


had a prior criminal arrest history of before she was 


SA |W7)(C) reviewed a criminal history report for p)(7XC) which indicated she was 


arrested previously for felony larceny as well as for misdemeanor failing to send her 
child to school (truancy) (Exhibit 10). 


forpHTKC) 


O n March 24, 20 08, SA (‘^X7)(C) issued an OIG Subpoena Duces Tecum to Manpower 


pre-employment, hiring and work assignment records. A review of the 


subpoenaed records from Manpower indicated that the USPS does not request that 
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contractors require employees t o disclose pas t arrest information on their criminal 
history declarations. Therefore, [previous arrest history was not noted on 

her application to Manpower or the background forms submitted to the USPS (Exhibits 

11 , 12 ). 

Allegation 3 : Manpower continued to employ learning that she 

failed to disclose her arrest in February 2008, stemming from three felony theft 
and stolen property charges. 



On March 28, 2008, SA interviewed aga in as a fol low-up to an OIG 

subpoena that was issued to Manpower on March 24, 200 8. |(»)(r)(C) , [ ggj^j g|.^g received 

the OIG subpoena for records related to pK^xc) | employment with Manpower. 
(b)(7)(c) I s aid she eng aged her Legal Affairs offic e to assist in pr eparing the OIG subpoena 
results. SA pxrxc) [ ask ed about the status of |(bX7XC) '[empl oy ment and wh ether 
Manpower had terminated ~| from the company. 1 said p>^^>^^> |is still 

registered with Manpower, meaning that she is still availa ble for assig nment. 
declined to comment on w hether Man power has assign ed |(b)(7)(C) to work at another 
location at this time. SA f^’iPXC) asked |(b)(7xc) [why Manpower had not initiated 
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termination proceedings against l^^^M^ I based on her recent arrests, wcrxc) ggj^j 
she needed to find out who in Human Resources or Legal Affairs would be best to answer 
that question (Exhibit 14). 


On April 9, 2008, interviewedl^^>^><'^^ ICorporate Counsel. Manpower, 

Milwaukee, Wl, regarding ..... 



said was still an “associate" of Ma npower, which means that she is 

availa ble for assign ment at other job locations. confirmed that Manpower would not 
ass ign I to anoth er USP S site; however, said Manp ower did not intend to 

fire ^faCT^) I at this time. p)^HC) [ said several ti mes th at pxrxc) . ] js merely charged with 
crimes, and that these are simply allegations. said normally when an associate is 
accused of crimes involving theft or similar dishonesty, Manpower will seek work 
opportunities for that person at locations where it is less likely that they will have the 
opportunity to commit such crimes, such as product assembly work. 


|(b)(7KC)| said Manpower does not disclo se to potential e mployers th at the associate is 
currently facing criminal charges. pX7)(c)| said in the case of f‘’X7)(C) [ jf gpe was assigned 
to another agency . Man power is under no obligation to notify that employer of her current 
criminal charges. E^^^said that even If p^x^KC) ^~~| was convicted, she might still be able 
to keep working for Manpower. 

(b)(7KC) g 3 j(j Manpower does not ask its associates whether they are c urrently facing 
criminal charges, only whether they have been convicted of crimes. pX7KC)| said in certain 
states, it is illegal for Manpower to ask associates whet her the y had ever been arrested 
before, assuming they were not convicted. In addition, j^^^^said certain states prohibit 
Manpower from disclosing that an associate is facing criminal charges. 

When as ked ho w sh e would chara cterize the removal of | fpo^ USPS 

contract, pX7)(C) said, ~~] access to the USPS facilities was terminated on 

;b){7)(C) _as far as Manpower is concerned.” ^^^said Manpower would be sure 
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never to reassign anoth er USPS contra ct. As it relat 

pending criminal charges, SA | provided p^^^^^^| with the contact 

Fairfax County Clerk of Courts (Exhibit 15). 

V. DISPOSITION 

Investigative activity by the OIG has concluded and all relevant information was provided 
to the Fairfax County Police Department. This Report of Iri vestigation is prepared as an 
investigative summary for the official case file. ~l is scheduled to appear at 

Fairfax County Circuit Court for trial in May 2008. 

VI. EXHIBITS 


es to p<^>^^> 
information for the 


1. Case Initiation, dated March 4, 2008. 

2. Memorandum of Activity, Co ntact with I d ated March 7, 2008. 

3. Felony charge 1 of 3 against 

4. Felony charge 2 of 3 against 

5. Felony charge 3 of 3 against]_ -fa---'- 

6. Memorandum of Activity, OIG notification to USPS management, dated 
March 9, 2008. 

7. Memorandum of Activity, Seizure of two USPS computers, dated March 9, 2008. 

8. Forensic Lead Closure, Web Logs, dated March 10, 2008. 


9. Memorandum of Act ivity, Analysis of USPS telephone logs, dated April 15, 2008. 

10. Criminal History 

11. OIG subpoena to Manpower, issued March 24, 2008. 


12. Manpower response to OI G subpoena, dated April 7, 2008. 

13. Memorandum of Interview, dated March 10, 2008. 

14. Memorandum of Interview, ^ dated March 28,2008. 

15. Memorandum of Interview, (b)(7KC), ,.,: [dated April 9, 2008. 
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EMBEDDED EXHIBITS 


1. Case Initiation, dated March 10, 2008. 

Cl ■ 1(b)(7)(C) 3-10-2008 _ 

2. Memorandum of Activit y. Cont act with Det. lty^^^^ I dated March 7, 2008. 

Contact with Fairfax PD • Det I^X^XCIL 


3. Felony charge 1 of 3 against 

Feiony Larceny - credit cards- Fair faTM.,ouhv tauo 


4. Felony charge 2 of 3 against 


Feiony Larceny - credit cards - cha rge 2 ■ Fairfax Co GDC 

5. Felony charge 3 of 3 against 


Felony Larceny - credit cards • charge 2 - Fairfax Co tiiTC” 

6. Memorandum of Activity, OIG notification to USPS management, dated 
March 9, 2008*_ 

Contact with VPpXTXC) _arrest 


7. Memorandum of Activit y. Seizure o f two USPS computers, dated March 9, 2008. 

Seizure of two computers for KbXTXC) | 

8. Forensic lead Closure, Web Logs, dated March 10, 2008. 

Forensic Lead Closure-WebLog Analysis 

9. Memorandum of Activity, Analysis of USPS telephone logs, dated April 15, 2008, 

Analysis of teiephone ioos with known a ssociates 


1 0. Criminal Histo ry for 

KbK7XC) r I - previous arrests noted 

11. OIG subpoeria to Manpower, issued March 24, 2008. 

OIG subpoena to Manpower 

12. Manpower response to subp oena, dated April 7, 2008. 

Manpower subpoena return for |[bKr [C) I 

13. Memo randum of Interv iew H™^^^^ _jdated March 10, 2008. 

Interview ofS 


... 1 Man power Branch Mgr 

14. Memorandu m of Interview.I dated March 28, 2008. 

MOI - Interview of |[l>XrKC) 3 28.08 


15. Memo randum of lnte rview, |t^K^^ 

Interview of 


] Manpower Corp Counsel 


dated April 9, 2008. 
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PREDICATION 


On Wednesday, February 27, 2008, the United States Postal Service (USPS), Office of 
Inspector General (OIG), Capital Metro Area Field Office received an investigative referral 
from the Fairfax County, VA, Police Department regarding 
WP 1 contract employee for Manpower Inc (Manpower ), USPS 

Merrifield Engineering Department. Fairfax County police arrested HPP 1 February 
14, 2008, for multiple felonies involving a burglary and stolen credit cards and other items. 
A further criminal history check for p^xc) ^ ~| js positive for previous arrests for one felony 
and one misdemeanor (Exhibit 1) 


II. SYNOPSIS 

[I3X7XC) |was arrested and charged with three felonies while employed with 
Manpower and assigned to the USPS Engineering Department in Merrifield, VA. 

(bX7xc) [failed to disclose her arrest to Manpower and the USPS. When the OIG 
notified USPS management of P>X7XC) [ arrest, she was immediately escorted from 
the Engineering building and Manpower subsequen tly removed her from the USPS 
contract. However, Manpower continues to employ p^X7Xc> and the company has 
not taken any steps to terminating her employment as of the date of this report. 


III. BACKGROUND 



SUPPORTING DETAILS 


Allegation 1 : [[bX^xc) ~] was arrested for off-duty criminal misconduct and failed 
to disclose this information to Manpower or the USPS. 

oriHQ CriQ/'iol Anont /QA\KbX7XC) UontnntoH natortiwAKb)(7XC) I 


On March 7, 2008, Special Agent (SA) r^ ^ ^ [ contacted Detect ivep)^xc) 

Fairfax County Police Department, West Springfield Station, Detective px^kc) js 
currently investigating the bu rgla ry and asso ciated thefts involving several individuals, 
including ] pxfxb) [ said [(bXTXC) ~| was arrested on February 14, 2 008, on 

three felony larceny charges stemming from a burglary on January 3, 2008. P?FXC) 
is accused of using personal credit cards that were stolen from a Fairfax residence on 
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that day. Iwas arreste d wit hlt^^K^KC) who is still in jail 

facing additional charges. jifaHhic) [ said p^^^^l [ posted a $3,000 bond and is due in 
court for her preliminary hearing in May 2008 (Exhibits 2). 

An OIG review of publicly available court records indicated that p^>^^> | was charged 
with three felonies on February 14, 2008. Two of the charges are for credit card fraud 
and the third relates to receiving stolen property (Exhibits 3-5). 


On March 7, 2008, Imet v/ith^lEIIZ „ IVice Pres dent, 

Engineering, Merrifield. VA. reqarding P^^^*^^ I SA [ advised 

Fairfax County Police are currently inv estigating a bur da^ and a ssociate d thefts 
involving several individuals, including ^^X7)(C) SA [*^)(7KC) I provided 
a coDV of publicly available court records regarding - recent arrest. SA 
CbK7KC) [advised[that a detective from Fairfax County had interviewed 


status. 

KbFXO 


JSPS supervisor. 


a day earlier i 


Jb)(7)(C) Isaid he was unaware of this. He then called his Director of Security, 

.. I. I ' 


as well as 


to his office. 
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(b)(7)(C) Isaid she would pu ll p hone records for lo^x^KC) l USPS desk phone, 

did not have a USPS cell phone, only a 


(b)(7)(C) 


personal cell phone. 
month. 


said 


said the Manpower contract was set to expire in one 


At the request pf px^xc) 


escortedjfrom the building and seized 


her USPS identification badge at approximately 3:45 PM. [twxc) | said |P^^ 

. . ... . « fcK\/*7\/r'\ r““* I ±1_A. * 


gathered se veral personal items prior to leaving. | s^zed the two computers 

p)(7)(ci( "Iroijtinelv accessed, as well as several post-it notes containing personal 

... . ... i<u.\/rrv/jC!>;v> ■ ■ \ ■ ■ i . _ _i__ _i 


had abandoned. 


identifying information and telephone numbers that p^^*^> 

SA f‘’)(7)(c) [provided these computers to the OIG’s Computer Crimes Unit for analysis 
(Exhibit 6, 7). 


Following the OIG’s notification to USPS management pending criminal 

^ I ' . __ ' "I I. ___^ . . I " 1 . iiii ' iiii rn ii . , 


I WIIWV* I • ly II I'-f W I w I IWLII i 1.w ^» Wit W. . . . [ : 1 ~ - ' • ~ 

r.haroes. SAp^>(^> 1 obtained =• ^USPS telephone loos, internet brow ser 

5? ’ I I III ' ' J . - L. 1 . 1. t 


history logs and e-mail archives. ' | also determined that p^<^^ [ had 


access to two USPS credit cards; however, there was no fraud identified on these 
accounts. |(fa)(7XC) ]clid not have access to other credit cards or purchase accounts. 


A review of the internet logs determined that pX7KC) ■ ] searched for a pawnshop 
seven days after the date of the burglary. This pawnshop is one of the pawnshops 


ide ntified in t he overall fraud scheme targetin g p>)(7)(C) _ 

SAp)FKC) provided this informa tion to Det.px^xc) Jfor use in his investigation and 
crirninal case against p)F)(C) j ., ](Exhibit 8) 


A review 


telephone logs also rev ealed that sh e had telephone 


conversations with a known criminal associate o1 
January burglary u sing he r USPS work telephone. SA 
information to Det 


KbK7kc) 


KbX7XC) 


(Exhibit9)7 


[four times prior to the 
provided this 


for use in his investigation and criminal case against 


Allegation 2: 


;b)(7)(c) 


hired by Manpower. 


had a prior criminal arrest history of before she was 


SA pX7KC) reviewed a criminal history report for which indicated she was 


arrested previously for felony larceny as well as for misdemeanor failing to send her 
child to school (truancy) (Exhibit 10). 

O n March 24, 20 08, SA |i»^X7KC) "[ issued an OIG Subpoena Duces Tecum to Manpower 
for pX7)(C) [ pre-employment, hiring and work assignment records. A review of the 


subpoenaed records from Manpower indicated that the USPS does not request that 
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contractors require employees t o disclose pas t arrest information on their criminal 
history declarations. Therefore, I previous arrest history was not noted on 

her application to Manpower or the background forms submitted to the USPS (Exhibits 

11 . 12 ). 

Alleaation 3: Manpower continued to employafter learning that she 
failed to disclose her arrest in February 2008, stemming from three felony theft 
and stolen property charges. 



On March 28, 2008, SA pK7XC) | interviewed [ aga in as a fol low-up to an OIG 

subpoena that was issued to Manpower on March 24, 2008 . I said she received 

the OIG subpoena for records related to I employment with Manpower. 

Isaid she engaged her Legal Affairs offic e to assist in pr eparing the OIG subpoena 
results. SA | ask ed about the status of px^xc) lemp loym ent and wh ether 

Manpower had terminated pxrxG) [from the company, px^xo [ said PWM: , still 
registered with Manpower, meaning that she is still availa ble for assig nment, px^xc) 
declined to comment on whether Manpowe r has assig ned px^xc) [ to work at another 
location at this time. SA px^xc) tasked »X7KC) | Manpower had not initiated 
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termination proceedings against based on her recent arrests. said 

she needed to find out who in Human Resources or Legal Affairs would be best to answer 
that question (Exhibit 14). 



(b)(7)(C)I said W(7)(C) vvas still an ‘‘associate’’ of Ma npower, which means that she is 
availa ble for assign ment at other job locations, ^^^^[^onfirmed that Manpower would not 
ass ign| to anoth er USP S site; however, pX7XC)|said Manp ower did not intend to 
fire pxrxc) [ atthis time, ^w^said several tir nes tha t p)(^)(^> | is merely charged with 

crimes, and that these are simply allegations. |(bX7XC)| said normally when an associate is 
accused of crimes involving theft or similar dishonesty. Manpower will seek work 
opportunities for that person at locations where it is less likely that they will have the 
opportunity to commit such crimes, such as product assembly work. 

I said Manpower does not dis(:lo se to potential e mployers th at the associate is 
currently facing criminal charges. said in the case of (b)(7XC): IF jf she was assigned 
to another agency . Manp ower is under n o obligatiori to notify that employer of her current 
criminal charges, pxrxc) even if (bxrxc) ~ was convicted, she might still be able 

to keep working for Manpower. 

[b)(7)(C)|said that Manpower does not ask its associates whether they are cu rrently facing 
criminal charges, only whether they haye been convicted of crimes. P^^)(C)| said in certain 
states, it is illegal for Manpower to ask associates whet her th ey had ever been arrested 
before, assuming they were not convicted. In addition, pk7)(c | said certain states prohibit 
Manpower from disclosing that an associate is facing criminal charges. 

When as ked ho w sh e would chara cterize the removal of px7)(C) ~| from the USPS 

contract. said, p)(7)(C) access to the USPS facilities was terminated on 

(b)(7)(cr l as far as Manpower is concerned.” said Manpower would be sure 
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never to reassign to anothe r USPS contra ct. As it relates to 

pending criminal charges. I provided p^with the contact information for the 

Fairfax County Clerk of Courts (Exhibit 15). 

V. DISPOSITION 

Investigative activity by the OIG has concluded and all relevant information was provided 
to the Fairfax County Police Department. This Report of In vestigation is prepared as an 
investigative summary for the official case file. is scheduled to appear at 

Fairfax County Circuit Court for trial in July 20081 

VI. EXHIBITS 


1. Case Initiation, dated March 4, 2008. 

2. Memorandum of Activity, Co ntact with Det.P^I^? [d ated March 7, 2008. 

3. Felony charge 1 of 3 against / 

4. Felony charge 2 of 3 against 

5. Felony charge 3 of 3 against '%! 

6. Memorandum of Activity, OIG notification to USPS management, dated 


March 9, 2008. 

7. Memorandum of Activity, Seizure of two USPS computers, dated March 9, 2008. 

8. Forensic Lead Closure, Web Logs, dated March 10, 2008. 

9. Memorandum of Acti vity, Analys is of USPS telephone logs, dated April 15, 2008. 

10. Criminal History for st»(7)(b) 

11. OIG subpoena to Manpower, issued March 24, 2008. 

12. Manpower response to OI G subpoena, dated April 7, 2008. 

13. Memorandum of Interview, ^ ^ dated March 10, 2008. 

14. Memorandum of Interview, ' ^ dated March 28, 2008. 

15. Memorandum of Interview,dated April 9, 2008. 
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EMBEDDED EXHIBITS 


1. Case Initiation, dated March 10, 2008. 

Cl - Wm) ip : I- 3.10-2008 


Cl. feXrXG) I - 3.10-2008 _ 

2. Memorandum of Activit y. Conta ct with Det. P^^y I dated March 7, 2008. 

Contact with Fairfax PD - Det [(t>?(7KC) | 

3. Felony charge 1 of 3 against 

Felony Larceny - credit cards- Fair fax Oouny tjuu 

4. Felony charge 2 of 3 against ^ ^ '_ 

Felony Larceny • credit cards - cha rge i - Fairfax Co Gb(r~ 

5. Felony charge 3 of 3 aaainst P^><^><^> 

Felony Larceny - credit cards - charge 2 - Fairfax Co GDC 

6. Memorandum of Activity. OIG notification to DSPS management, dated 

March 9, 2008 . _ 

Contact with VP pb)(7KC) _|arrest 

7. Memorandum of Activit y. Seizure of two LISPS computers, dated March 9, 2008. 

Seizure of two computers for |ff>X7KC) ~| 

8. Forensic lead Closure, Web Logs, dated March 10, 2008. 

Forensic Lead Closure-WebLog Analysis 

9. Memorandum of Activity, Analysis of LISPS telephone logs, dated April 15, 2008. 

Analysis of telephone loos with known associates 

10. Criminal History for p^XC) 

M(7)(C) - previous arrests noted 

11. OIG subpoeria to Manpower, issued March 24, 2008. 

OIG subpoena to Manpower 

12. Manpower response to OIG subp oena, dated April 7, 2008. 


Manpower subpoena return for KfaX^XS) 


13. Memo randum of Intery iew. px^xu) 

Interview of |g?)(7XC} H Man power Branch Mgr 

14. Memorandu m of Interview, wxc) 

MOI - Interview of |(t>K^KC> 3.28.08 

15. Memorandum of Interview, ibiffHC) ~ 


] dated March 10,2008. 
] dated March 28, 2008. 
]dated April 9, 2008. 


Interview of|(t))(7KC> 


iManpower Corp Counsel 
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OFF ice OF THE iNSPeCTOR G ENER AL 
UNITED STATES POSTAL SERVICE 


June 9, 2008 


The Honorable Gus M. Bilirakis 
U S. House of Representatives 
Washington. DC 20515 


Attention: 


pm. mm 


Dear Mr. Bilirakis: 


We received your February 5 letter on behalf of your constituent,^^ 


alleged his home address was submitted for a change-of-address (COA) request online 
through the Postal Service's website without his consent. He further alleged someone 
attempted to steal his identity by attempting to open credit cards in his name. 

We conducted an investigation, which included interviews and a review of records and 
documents. We found no evidence of misconduct or illegal activity by postal employees. 
We di d determine someone external to the Postal Service submitted a COA request 


* ... - . 

under ' I name. This is outside the jurisdiction of the Office of Inspector General, 


therefore, we have referred o ur findings to the U S. Postal Inspection Service for 
investigative considerations I stated he has not incurred any loss or damage 

because of this incident. Additionally, we have referred our findings to our Office of Audits 
for consideration of any reviews they may undertake regarding the Internet part of the 
Postal Service's change-of-address service. 


As information, the Postal Service offers millions of Americans who move annually three 
methods of forwarding their mail. In addition to submitting a hardcopy Form 3575 at 
the post office, or by telephone, customers can now submit a COA request online at 
•wwwTusps.com . Customers need to have a valid credit card for identity verification and 
security. A nominal fee is charged. The Postal Service is careful to take steps to ensure 
the COA is authorized, and to protect individuals’ privacy and security. Once the application 
is received by the Postal Service, the customer is notified through the standard COA 
confirmation process. First, a move validation letter is sent to the old address indicating the 
request to forward mail. Secondly, a confirmation letter is sent to the new address. In both 
cases, if the address change is unauthorized or incorrect, the customer is advised to call 
1-800-ASK-USPS. 


1735 N L’fNN STREET 
ARLINGTON, V.A 22209-2020 
!703i 248-2100 
FAX, '703)248-4626 





2 


As a result, we have concluded our investigation and plan 
you or your staff have an y questions re lated to your inquirv 
Congressional Response, at (703) 248-2100. 

Sincerely, 


|(bX6), (b)(7)(C) 


Lance Carrington 

Deputy Assistant Inspector General 
for Investigations 


no further work on this matter. If 
', please contact our Director of 





UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 
SOUTHEAST AREA FIELD OFFICE 

TAMPA SUB-OFFICE 
5201 W. SPRUCE STREET, ROOM 224 
TAMPA, FL 33609 
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PREDICATION 


On February 27, 2008, the U.S. Postal Service (USPS), Office of Inspector General 
(OIG) received an inquiry from the office of Gus Bilirakis, U.S. Congressm an, Ninth 
Cnnnressional District. State of Florida. The complainant, postal customer|WKC)-] 

■ ■■’■■■■■ ■■ |« , amm . 1 -^. »_ _ . r“| A ^ M .4 ir 


&smcf 


New Port Richey, FL 34653, reported that sometime in 


December 2007, his home address was subm itted for a change of address (C OA) 
online through the Postal Service’s w ebsite t o | Brooklyn, 
NY, 11213-1471 without his consent. [ibK7)(P)| further reported that subsequently someone 
attempted to steal his identity by attempting to open credit cards in his name. 


II. 


SYNOPSIS 


Investigation was u nable to determined who submitt ed a COA online through the Postal 
Service's website to i Brooklyn, NY, 11213-1471 without 

his consent. 


III. BACKGROUND 

The Postal Service offers the 45 million Americans who move annually three methods of 
forwarding their mail. In addition to submitting a hardcopy form at the post office, or by 
telephone, now customers can submit a change of address request online at usps.com. 
Customers need to have a valid credit card for identity verification and security. A 
nominal fee is charged. The Postal Service is careful to take steps to ensure the COA 
is authorized, and to protect individuals' privacy and security. Once the application is 
received by the Postal Service, the customer will be notified through the standard 
change-of-address confirmation process. First, a move validation letter will be sent to 
the old address indicating the request to forward mail. Then, a confirmation notification 
letter will be sent to the new address. In both cases, if the address change is 
unauthorized or incorrect, the consumer is advised to call 1-800-ASK-USPS. 

IV. SUPPORTING DETAILS: 


Allegation 1 


Unknown oersonfs) submitted a COA online through the Pos tal Servic e’s website to pTOC) 

11 _ r \ I ■ __ ___ ... .ifu.\r¥\in\ i 


KbX7KC) 


IBrooklyn, NY, 1 1213-147 1 without P^^^M consent 


Subsequently, someone attempted to stealf^LJidentity by attempting to open credit 


cards in his name. 
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Allegation 1 Findings 


On February 27, 2008, Special Agent (SA^ P^Kc) [ spoke _l 

Supervisor. New Port Richey Post Of fice by telephone regarding the COA for 

; : I New Port Richey, FL.p^ reported the C OA had been submitted 

online. Accord ng to p^J^ no COA form existed. However, p^ stated there should be 
a record of the credit card used in the transaction. A copy of the online record of the 
COA is attached as (Exhibit 1). 


On Februa ry 28, 2 008, SA ^^^7X0 [ mierviewea rr^' i regaruuiu ms v.^uiiyitJbaiuMcii 

complaint. |cW)(c? stated he never changed his address. Sometime in December 2007, 
he received a notice that his mail would be fonvarded to an address in Brooklyn, NY. 

He immediately called the New Port Richey Post Office and the change of address was 
stopped. [does not know anyone in Brooklyn, NY. |(b)(7XC) ■. ■ „ 


his Congressional 


KbFXC) 



mwMi 


coordinated with Postal Inspector 

. _ c) I reported that the nam es of the residents of 

_ [Brooklyn. NY. 11213-1471 where Imail w as 

supposed to be forwarded were ^ . a; 


On February 28, 2008, SA 
.Postal 


On March 1,2008, a Computer Crimes Unit (CCU) analysis of the data from the Internet 
Change of Address (ICOA ) application, determined that Verizon Wireless maintains the 
IP addressP^^^^ [that was utilized for the COA. 


On May 14, 2008, as a result of an OIG subpoen a served upon Verizon Wireless for 
information related to IP address * I the investi gation determined that the 
IP address belonged to Verizon Wireless customer listed asP^^^^ ' 


(bxrxc) I Brooklyn, 

NY 11212). Exhibits 
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On May 16, 2008, the records request submitted through Postal Service MNDDE on 
|(b)(7)(C) [ did not disclose that^W^'vas a Postal Service employee (Exhibit 4). 


On May 1 6, 2008, the Reporting A gent 


|[b)(7XC) 


conducted a database 


Kissimmee, FL 34746 (Exhibit 5). 


On May 19, 2008. the RA coordinated with Postal Inspector/Team Leaderf^^l^ 


at 

[bX7XC) 





(bxrxc) 


U.S. Postal Inspection Service, Orlando, F L who adv ised that they had no ongoing or 
previous investigative activity pertaining to 





On May 21.20 08 the records request submitted through P ostal Service MNDDE failed 
to disclose that P^^^ ^ ^ [ were Postal Service 

employees (Exhibit /). 
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V. DISPOSITION: 


Investigation determined that there were no Postal Service employees involved iri 


|(bK7MC} [ inline change of addr ess or ide ntity theft. During the interview of r^ ^ ’ , 

information was received that P*^^^^^^^ l identity was stolen in July 2007, and docurnented 
with the U.S. Postal Inspection Service (reference number #6675082). Investigation 


Will I II It; W.O. r t/OiCii II I wwi yi wiwi w. .ww --- f ^ 

further determined thatr^^^^^^^ lidentitv theft was attempted by unknown person(s). 

I . t . _ _ jr XI__ i_i _ _ IftyOVC) 


m^m 


are residents of the address where P’^^^ mail 


Since . __ .- 

was to be forwarded, referral will be made to the Postal Inspection Service. Also, a 
referral has been made to OIG Audit for consideration of re view of t he Internet part of 
the Postal Service Change of Address service. According to |Wgxa) j no loss or damage 
was incurred as a result of this incident. 

EXHIBITS: 

1. Change of Address effective date December 26, 2007. 


2. Memorandum of Interview ofpxTKC)^ 


dated February 29, 2008. 




3. Copy of account holder information fro m Veripn Wi reless, dated May 9, 2008. 
Memoraii dum of Activity on MNDDEonF^y^^ - j dated^ay 16, 2008. 

5. I database results on 

6. Memorandum of Interview of_c— 

7. Memorandum of Activity on MNDDE 
dated May 22, 2008. 


dated May 16, 2008. 
dated Mav 21.2008. 


,5.*: 
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I. 


PREDICATION 


In April. 2009, the United States Postal Service, Office o f Inspector General 

^ ’ _ . . . . .. _!• „ UH\rr\{r.\ 


Office (OIG) in Baton Rouge, La, received information regarding__ 

1(b)(7)(C) I Lafavette Processing and Distribution Center. The information 

provided to OIG related tn lg7X7)(C) I committing unauthorized use of a computer. The 
information provided to O IG states I was seen on the postal service computer 

on several occasions and P^<^^^> |has not bee n granted computer access with the 

nn.stal service. OIG was advised that lis access ing the post al service 

H ^ 1 ^is a Postmaster in 


computer usingl^^^^^^ 


user ID. tb)(7XC) 


mm 


Louisiana. 


II. 


SYNOPSIS 


Kb)(7)(C) 


This investigation determined that employee 


]did in fact use 


lUser ID and password to gain unauthorized access to 


logon the postal service comput er. RA obtain ed a printout of the logon attempts and 
logon successes in dicating when P^^^^ [ accessed the postal ser vice compute r 


using 


User ID and password. The printout indicates that^^ 


accessed the 
interview with 


lostal service computer on March 7, 2009, April 3 an d 4, 2009. During an 
K7)(c} I she advised RA that she did provide 


WXC) 

(b)(7KC) 


with her Us er ID and pass word to access the postal service computer. 


advised RA that 


_ _needed to access the postal service computer to 

view and send emails regarding her EEO she filed against a supervisor with the postal 
service. 


RA and S/aW^ _ 

KbXTXC); (b)0);Pub L. No. 95 452 92 Stat 1 


interviewed 5 ^X 7 ){C), (b)( 3 )'.pub. l. no. 95-452 92 stat. 1101 


Tor 




'■mm 
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BACKGROUND 



IV. SUPPORTING DETAILS 

Allegation 1: Postal Management advised that employee 
has been accessing the postal service computer system without prior authorization, 
using another employee's User ID and password. 


Allegation 1 Findings: 


In April, 2009, the United States Postal Servic e. Office of Inspe ctor General Office (OIG) 

in Baton Rouge, La, received information from N^^^^ I Supervi sor at the _ 

Lafayette Processing and Distribution Center. Lafa yette, La. regarding |S>)(7)(C} 

s a dvised OIG that ha s been se en accessi ng the postal 

service computer system without prior authorization. |(b){7XC) /] ad vised tha t l^^^^^^ 
has not been provided computer access with the postal service. j stated he 

contacted th e postal serv ice Information Technology Department and was provided the 
User ID that P^^^^ I was using to access the postal service computer system. 
pXfxc) [stated the User ID be long s to another empl oyee, F^^^^ - ^ ~| of 

• I stated l^^^^^^ I is employed as a postmaster with the 

Postal Service. 


On April 20, 2009, RA contacted [wkc) | Maintenance Ma nager regardin g 

unauthorized computer use by employee l advised RA that p^^^^ 

has no t been provided with a User ID or pa ssword to ac cess the post office computers. 
jb|(7)(C) [stated he hid hav e conve rsation with about using the postal computer 

a nd I ad vised ] th at she was using 1 lo gon ID to gain access to 

the post office computer, wt^xc) stated he advised that there is a limited 
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computer use policy within the postal service. |^§]stated HM~EIltold him that she 
was using the post of fice computer to work on a school project. Memorandum of 
Interview with|^^^is attached as Exhibit #1. 


On April 23, 2009, Reporti ng Agent (RA) contac ted S/A | Dig tol Evidence 

Services and provided s/A|t^H7)(Q |with Use r iP lPffKC) j gnd com puter lDp)t^X^> - 

that was being used I RA requested that S/A pX7XC) | provide RA 


with a review of security event log data, Internet proxy logs and internet cache from the 
DSPS computer that was being used by pK7XC) ~[ 


On April 30, 2009, RA obtained from SIAmm h security event log, sites visited log 
and Internet cache relating to User iD^^LJThe security event log indicated the 
number of times p)( 7xc) [ attempted and succes sfully logge d onto the postal service 
computer using User ID PK^xc} | noted that px^><^> [ logged onto the postal 
service computer system on three different occasions, March 7, 2009, April 3 and 
2009. In reviewing the sites visited log, RA noticed that all the sites visited related to 
Louisiana.edu in the category of education. RA noticed that there was one site relating 
tojcwp lin the categ ory of Computer/Internet. Information obtained by RA 

is a part of Microsoft help system which attempts to 
Security event log is attached as Exhibit #2. Sites 


indicates that p^^^>^^> 


locate an application to open a file 
visited log is attached as Exhibit #3. 


On June 16. 2009. R A and S/A PiPJ 




and met with employee p^^^^ 


Iresponded to 


and RA 

identified themselves to Johnson as Special Age nts with the United States Postal 


ppxc) 


Service, Office of Inspector General. RA advised |Mc) [ that he needed to speak with 


her regarding an ongoing investigation relating to misuse of a post office computer. 
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SA P^^ixc) l and ra identified themselves l as Special Agents wit h the United 

States Postal Service, Office of Inspector General. RA advised KWffXC) | that he needed 
to speak with her regarding an ongoing investigation relating to misuse of a post office 
computer. 
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On June 26, 2009, Reporting Agent (RA) contacted via teleohone N^^F^ "3^ 
Information Technology Specialist with USPS, in Lafay ette, La. RA advise d 


that RA was conducting an investigation into employeepv^ 
use. 


computer 


provided the following information. 
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Pages 


RESTRICTED INFORMATION 











V. 


DISPOSITION 


The Report of Investigation along with attachments is presented to USPS 
Management and Labor Relations for administrative action as deemed appropriate. 


On December 1, 2009, Postal Management sent an email confirming _ 

official discussion was conducted on August 18, 2009. No further action taken by 
Postal. This investigation is being closed. 


VI. EXHIBITS 


1. Memorandum of Interview with Maintenance Manager, ^ 




2. Security Event Log provided by r elatin g to User IDpX^XO 


indicating logon attempts and successful logons by 


(b)(7KC) 


3. Listing of Web pages visited provided by S/A fbX^xc) [ relating to User ID 

^ I 

4. 


(t)K7XC);{bX3):Pub.L, 

Mn 09 1101 


Garrity Rights Form. 


pDCrXC); (bK3):Pub. L. No. 95-452 92 Slat 1101 


5. Memorandum of interview with 


|bX7XC); tt>X3) Pub. L No. 95452 92 Stat 


6. Garrity Rights Form. 

^bX7XC): (bX3):Pub. L No. 95-452 92 Stal 1101 | 

7. Memorandum of Interview withPs^^sL® mi*' 


:bX7XC); (bX3):Pub. L. No. 95-452 92 Stat 

< 4A.< 
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8. Memorandum of Interview with 


f&PKC); {bK3) Pub. L. No. 95452 92 S!at 

* *rs4 ■ ■ .:._;_____ l - 
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UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 
SOUTHWEST AREA FIELD OFFICE 
P. O. BOX 3478 

BATON ROUGE, LA 70821-3478 


June 30, 2009 


[b)(7KC) ^ 

Maintenance Manager 
1105 Moss St. 
Lafayette, LA. 70501 


SUBJECT; 


Report of Investigation of l^K^HC) 


REFERENCE; Case No; 09UIBG2958GC04GC 


RESTRICTED INFORMATION 


The United States Postal Service, Offic e of Inspector General (OIG) recently 

. . . _ • _ •_A _ ~ .. ... ■ 


conducted an investigation pertaining to^j£^ 




Lafayette Processing and Distribution Center, Lafayette, LA. The Report of 
Investigation is enclosed for your review to determine whether disciplinary action 
is appropriate. Please provide your written decision within 30 days. 


The Report of Investigation is “Restricted Information”. All OIG reports are 
furnished on an official need to know basis and must be protected from 
dissemination that may compromise the best interest of the Postal Service. 
Please do not disseminate this report without USPS-OIG authorization. 


If you have any questions or need additio nal information, please contact Special 
Agentp^^^^^^ i |or Assistant Special Agent in Charge 

Chris Cave atp^rxc) ^ 



Chris H. Cave 

Assistant Special Agent in Charge 
Southwest Area Field Office 
Louisiana District 



UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 

P. O. BOX 3478 

BATON ROUGE, LA 70821-3478 


CASE#: 09UIBG2958GC04GC CROSS REFERENCE#: 


TITLE: 


CASE AGENT (if different from prepared by): 


REPORT OF INVESTIGATION 

PERIOD COVERED: FROM April 23, 2009 TO June 26, 2009 


STATUS OF CASE: CLOSED PENDING (ADMINISTRATIVE) 
JOINT AGENCIES: 

NONE 

DISTRIBUTION: 


PPKC) 

Maintenance Manager 
1105 Moss St. 

Lafayette, LA. 70501-9997 


mm 

Plant Manager 
1105 Moss St. 

Lafayette, LA. 70501-9997 


PREPARED BY: S/A 

(bK7XC) 


DATE: 06/26/2009 
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Carolyn Weisiger 

District Manager 

Louisiana District 

701 Loyola Avenue, Room 11001 

New Orleans, LA. 70113-9800 


|(bK7XC) 

Manager, Human Resources 
Louisiana District 
701 Loyola Avenue, Room 2009 
New Orleans, LA. 70113-9994 


(bX7XC) 


Manager. Labor Relations 
Louisiana District 
701 Loyola Avenue, Room 7032 
New Orleans, LA. 70113-9401 
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I. 


PREDICATION 


In April, 2009, the United States Postal Service, Office o f Inspector General 
Office (OIG) in Bato n Rouge, La, received information regarding 
;b)(7)(C) ] Lafaye tte Processi ng and Distribution Center. The information 

provided to OIG related to li^^Xc> " ) committi ng unauthorized use of a computer. The 
information provided to O IG statesP^^^^^ ~1 was seen on the postal service computer 
on several occasions and |^^^^^^^ has not bee n granted computer access with the 
postal service. OIG was advised that I is a ccessing the post al service 

computer usingp^^^^^^ user ID. |PK7XC) [ is a Postmaster in 

(bFXC) Louisiana. 


II. SYNOPSIS 


_ This investigation deter mined that employee did in fact use 

[(b)(7xc) "^ User ID and password to gam unauthorized access to 

logon the postal service compute r. RA obtain ed a printout of the logon attempts and 
logon successes in dicating when [ accessed the postal ser vice computer 

using [ User ID and password. The printout indicates that pX7KC) 
accessed the postal service co mputer on March 7, 2009, April 3 an d 4, 2009. During a 
interview wi th pX^Kd) i she advised RA that she did provide F^xo 

(b)(7KC) ..,~] with her Us er ID and pass word to access the postal service computer. 

(bXTXC) l ad^sed RA that P^xc) [ needed to access the postal service computer to 
view and send emails regarding her EEO she filed against a supervisor with the postal 
service. 


RA and S/Apx^xc) ^ interviewed px^xc); (b)(3):Pub. l. no. 95-452 92 star. 1101 ~ 
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BACKGROUND 



IV. SUPPORTING DETAILS 

Allegation 1: Postal Management advised that employee 
has been accessing the postal service computer system without prior authorization, 
using another employee's User ID and password. 


Allegation 1 Findings: 

In April. 2009, the United States Postal Servic e, Office of Insp ector General Office (OIG) 

in Baton Rouge, La, received information from |tfcX7XC) | Supervi sor, at the _ 

Lafayette Processing and Distribution Center. Lafa yette. La. regarding 

__advised OIG that P^^^^^^^^4 been s een accessi ng the postal 

service computer system without prior authorization. ad vised tha t ^^X7)(C) | 

has not been provided computer access with the postal service. stated he 

contacted th e postal ser vice Information Technology Department and was provided the 
User ID that l^w^xt) [ was using to access the postal service computer system. 

(bX7)(C) Istated the User ID b elongs to another empl oyee, 1(b)(7)(c) ~ 

[ stated ^b)(7xc) | is employed as a postmaster with the 

Postal Service. 

On April 20, 2009, RA contacted [(faX7)(c) [ Maintenance Ma nager regarding 

unauthorized computer use by employee [ advised RA that l^pxc) 

has no t been provided with a User ID or pa ssword to ac cess the post office computers. 
(bXTXC) [stated he hid hav e conve rsation with labout using the postal computer 

and lf^^^^x*^^ [ advised [th at she was using 1 lo gon ID to gain access to 

the post office computer F^f^ffi^ I stated he advisedl^(^x*"> Ithat there is a limited 
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computer use policy within the postal service. |(^>(7xc) [ stated I told him that she 

was using the post o ffice computer to work on a school project. Memorandum of 
Interview withF^Mlis attached as Exhibit #1. 


On April 23, 2009, Reporti ng Agent (RA) contac ted I Digi tal Evidence 

Services and provided S/A liWKC) [yyith Us er lD p>X7xc) j apj com puter ID 

that was being used by __ RA requested that S/A^^^^ provide RA 

with a review of security event log data, Internet prox y logs and internet cache from the 
USPS computer that was being used bv l^^^^^) I 

On April 30, 2009, RA obtained from S/Aj^^^^Ha security event log, sites visited log 
and Internet cac he relating to User ID^^OZPrhe security event log indicated the 
number of times [attemp ted and succe ssfully logge d onto the postal service 
computer using User [ RA noted that p^^^^^ [ logged onto the postal 

service computer system on three different occasions, March 7, 2009, April 3 and 4"^ 
2009. In reviewing the sites visited log, RA noticed that all the sites visited related to 
L ouisiana.edu in the ca tegory of education. RA noticed that there was one site relating 
to [(b)(7KC) [in the categ ory of Computer/Internet. Information obtained by RA 

indicates thatis a part of Microsoft help system which attempts to 
locate an application to open a file. Security event log is attached as Exhibit #2. Sites 
visited log is attached as Exhibit #3. 


On June 16, 2009^ RA and S/AKbX?KC/ ^responded to 


H and met with employee_ SA KbX7)(C) l and RA 

identified themselves to p>f^X^t ~| as Special Age nts with the United States Postal 
Service, Office of Inspector General. RA advised l^X^^ I that he needed to speak with 
her regarding an ongoing investigation relating to misuse of a post office computer. 
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O n June 16, 2009, Special Agent and Reporting Ag ent responded 
to P>yKC) , and me t with employee 

identified themselves to ^^l^as Special Agents wit h the United 
States Postal Service, Office of Inspector General. RA advised y^xc) [ that he needed 
to speak with her regarding an ongoing investigation relating to misuse of a post office 
computer. 
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|(b)(7)CC), (b)(3) Pub L No 95-452 92 Slat 1101 



On June 26, 2009, Reporting Agent (RA) contacteci via telephone p>t7KC) ~ 
Information Technology Specialist with LISPS, in Lafay ette, La. RA advisec i 
cond ucting an investigation into emplovee ^^^x*^^ 
use. l provicle<j the following information. 


Jcomputer 
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V. 


DISPOSITION 


The Report of Investigation along with attachments is presented to USPS 
Management and Labor Relations for administrative action as deemed appropriate. 


VI. EXHIBITS 


1. Memorandum of Interview with Maintenance Manager, 


IfhVaVP.ih I Mn 


WKC); (b)(3):Pub. L. No. 95452 92 

Nt 1101 __ 


2. Security Event Log provided by S/A|(bfflXC) "Irelating to User ID|ft>X7XC) 


indicating logon attempts and successful logons by P^^^ 


3. Listing of Web pages visited provided by | relating to User ID p)(7KC) 

j(5k7XC) 


4 ppKC);(bX3>;Pub. L 


Garrity Rights Form. 


:bX7XC). (b)(3);Pub, L. No ?i452^ 1101 




5. Memorandum of interview with 


WKC); (bH3);Pub. L No. 95452 92 Stat 

luai_____ 


6- Garrity Rights Form. 


PX7XC); (b){3);Pub. L No. 95452 92 Stat. 1101 


7. Memorandum of Interview with 


;b)(7KC); {b)(3>;Pub L. No 95452 92 Stat 
1101 


8. Memorandum of Interview 


No 95452 92 stat. 


IfbXTXC); (faK3):Pub. L. No. 95452 92 
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UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 

433 WEST HARRISON 
SUITE 4000 

CHICAGO, IL 60699-4000 


CASE #: 09UISL0936GC04GC 


TITLE: 


P(7XC) 


CROSS REFERENCE #: 


CASE AGENT (if different from prepared by): 


MEMORANDUM OF ACTIVITY 



badges. 

Since all appeals have been exhausted and all logical leads have been completed, this 
investigation is closed. 


PREPARED 




DATE: 9/13/2010 
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UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 
433 West Harrison 
Suite 4000 

Chicago, IL 60699-4000 


December 18, 2008 


Henry Dominguez 
Manager, BMC 
5800 Phantom Drive 
Hazelwood, MO 63042-2468 


Subject: Investigation into the conduct of jP)(^XC) 
St. Louis Bulk Mail Center 


mtm 


Reference: OIG Case No. 09UISL0936GC04GC 


RESTRICTED INFORMATION 

The United States Postal Service, Office of I nsi^ctor General (USPS-OIG) recen tly 
conducted an investigation of the activities of p^c) | St. 

Louis Bulk Mail Center. The attached Report of Investigation and exhibits are 
submitted for your consideration and decision as to whether disciplinary action is 
warranted. 

Please advise me in writing within 60 days of your decision in this matter. If you decide 
to take disciplinary action, please furnish me a copy of the letter to the employee and 
your final decision letter. If arbitration or Merit System Protection Board hearings are 
required, the case agent will be available to testify concerning this investigation. Please 
advise me at least two weeks in advance of any scheduled hearings. Additionally, if 
your original decision is subsequently modified in any way, please advise me of the final 
action taken. 


The Report of Investigation is "Restricted Information." All USPS-OIG reports are 
furnished on an official need to know basis and must be protected from dissemination 
that may compromise the best interest of the U.S. Postal Service. 




If you have any questions or need additional Information, please 

... . 


contact Special Agent 


(bX/XC) 

Special Agent 
Great Lakes Area 


Enclosure: Report of investigation and Exhibits 


Gc: Danita Aquiningoc, Gateway District Manager 
Mark R. Ott, Labor Relations Manager 
James G' Sell, Manager Human Resources 

Postal Inspection Service 


Inspector 













December 18, 2008 


UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 
433 West Harrison! 

Suite 4000 

Chicago, IL 60699-4p00 


Danita Aquiningoc 
Gateway District Manager 
1720 Market Street. Room 3027 
St Louts, MO 63155-9994 


Subject: Investigation into the conduct 
Louis Bulk Mail Center 



Reference: OIG Case No. 09UISL0936GC04GC 


RESTRICTED INFORMATION 

The United States Postal Service, Office of I nst^ctor General (USPS-OIG) rece ntly 
conducted an investigation of the activities of libk/KC) ,j: | St. 

Louis Bulk Mail Center. Attached is an informationajl copy of the Report of Investigation 
relating to this investigation. The original Report of investigation has been submitted to 
Henry Dominguez, Manager, BMC, for consideratioti as to whether disciplinary action is 
warranted. 

The Report of Investigation is “Restricted Informatioh.” All USPS-OIG reports are 
furnished on an official need to know basis and must be protected from dissemination 
that may compromise the best interest of the U.S. Pbstal Service. 

if vou have anv Questions or need additional information, please contact Special Agent 

I 


Special Agent 
Great Lakes Area 

Enclosure: Report of Investigation and Exhibits 


cc: Henry Dominguez, Manager, BMC 
Mark R. Ott, Labor Relations Manager 
James G’ Sell, Manager Human Resources 
lnspectorp?5Z__Il Postal Inspection Servicb 










UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 

433 WEST HARRISON 
SUITE 4000 

CHICAGO, IL 60699-4000 


CASE #: 09UISL0936GC04GC 


TITLE: 


KbK|«e} 


CROSS REFERENCE #: 09RSL1432 


CASE AGENT (if different from prepared by): 


REPORT OF INVESTIGATION 

PERIOD COVERED: FROM November 5, 2008 TO November 28, 2008 


STATUS OF CASE: CLOSED PENDING (ADMINISTRATIVE) 
DISTRIBUTION: 


Henry Dominguez, Plant Manager, St. Louis Bulk Mail Center 
Mark Ott, Gateway District Labor Relations Manager 
Danita Aquiningoc, Gateway District Manager 
Ja mes R. G’Sel l, Gateway District Human Resources Manager 
| U.S. Postal Inspection Service 


JOINT AGENCY: 

U. S. Postal Inspection Service 
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I. 


PREDICATION 


This case was initiated based upon information provided by CaptainggW 


Postal Police Office (PPO), St. Louis, MO, who stated the PPO received a counterfeit 
USPS identification badge in the mail. 


II. 


SYNOPSIS 


On November 5, 2008,|^^provided a counterfeit Postal Service badge, which 
contained the name and photo graph ofp^^5(C) 

Louis Bulk Mail Center (BMC). P^ advised the back of the badge contained language 
that stated if badge is found, please deposit in any U. S. mail recep tacle or mail to: U.S. 
Postal Service, P. O. Box 14574, St. Louis, MO 63178-0574. |^)^]opined that someone 
found the badge and placed it into the mail stream, where it was forwarded to the PPO. 


On November 6, 2008, |tt>)(7)(C)^ [ ^33 interviewed by agents of the Office of I nspector 
General and U.S. Postal Inspection Service. During the interview, l admitted to 
making the counterfeit USPS identification badge. 


III. 


BACKGROUND 


[i2Mji9IIIIIH 


















IV. 


SUPPORTING DETAILS 


On November 5, 2008, P^^‘^ provided a counterfeit Postal Sen/ice identificatio n badge to 


the Office of Inspector General. The badge bore the name and photograph of p)(^)<c) 
(Exhibit 1). 


On Novem ber 6. 200 8. the reporting agent and U.S. Postal lnspectorP£||^ 


interviewed regarding the allegedly counterfeit postal identification, no oS 5 ?^» 8 ^ 1 Vo 1 
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V. 


DISPOSITION 


This Report of Investigation is being provided to U.S. Postal Service management for 
any action deemed appropriate. 


VI. EXHIBITS 


1 . ^^email and attachments 

2. Memorandum of Interview o 



11/6/2008 
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UNITED STATES POSTAL SERVICE 
OFFICE OF INSPECTOR GENERAL 

433 WEST HARRISON 
SUITE 4000 

CHICAGO, IL 60699-4000 


CASE#: 09UISL2419GC04GC CROSS REFERENCE#: 


TITLE: 

(b)(7)(C) 

WfTKC) 

COMPUTER THEFT OF 


IDENTITY, 63155 

CASE AGENT (if different from prepared by): 

CASE SUMMARY REPORT 
PERIOD COVERED: FROM 03162009 TO 02222010 


STATUS OF CASE: CLOSED/REFERRED TO AGENCY 


SUMMARY OF INVESTIGATIVE ACTIVITY: 

Investigation unable to prove suspect impersonated an Office of Inspector General 
Special Agent. Case discussed with an Assistant Unites States Attorney and declined 
for prosecution. 

This memorandum serves to close this investigation. 


PREPARED BY: 

^)(7XC) 


DATE: 02222010 
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United States Postal Service, Office of Inspector General 
FOIA Office 

1735 North Lynn Street 
Arlington, VA 22209-2020 


August 19, 2019 

This is a follow up to request number 2019-IGFP-0G438: 

Nothing from watchdox-mail.com was received at this address. Please resend it. 
Filed via MuckRock.com 

E-mail (Preferred): 75437-46472565@requests.muckrock.com 

For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 75437 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being 
sent through MuckRock by the above in order to better track, share, and manage 
public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests 
might be returned as undeliverable. 


On Aug. 16, 2019: 

Subject: OIG FOIA 2019-IGFP-O0438 
Dear Ms. Best: 

This responds to your August 16 fax to the Office of Inspector General (OIG) for a 
status of your June 17 Freedom of Information Act (FOIA) request for records 
related to 13 OIG investigation case numbers supplied by you. Due to the size of 
the file containing responsive documents, our response was sent via secure service 
Watchdox on July 30. Attached please find a copy of our final response letter for 
your convenience. 

Please confirm @watchdox-mail.com is added to your accepted email list. You may 
also need to check any available SPAM folders. Please respond to this email if you 
still have not received our response providing a physical address where we can mail 
the responsive documents. 

As our FOIA program continues to evolve, we are encouraging requesters to submit 
requests, with all attachments, via email at 

foiaguspsoig.gov<mailto:foia@uspsoig.gov>. Additionally, this speeds up our ability 
to conduct a search for responsive documents and issue our final determination. 

When making your FOIA request do not provide more personally identifiable 
information (PII) than required. Do not provide Social Security cards or numbers, 
or items such as birth certificates. 

Sincerely, 


USPS OIG FOIA Team 



2019-08-19 07:58 EOT RE: Freedom of Informafion ftcf Request #2019- 


+12568343688 


PAGE 2/3 


On July 17, 2019: 

Subject: 2019-IGFP-00438, 439, 443 Best, Emma Acknowledgement 
Dear Ms. Best: 

Please find attached our acknowledgement of receipt for your three FOIA requests. 


On July 17, 2019: 

Subject: 2019-IGFP-00438, 439, 443 Best, Emma Acknowledgement 
Dear Ms. Best: 

Please find attached our acknowledgement of receipt for your three FOIA requests. 


On June 17, 2019: 

Subject: Freedom of Information Act Request: Computer - Theft of Identity (GC04) 

To Whom It May Concern: 

Pursuant to the Freedom of Information Act, I hereby request the following records: 

Records mentioning, describing or generated as a result of the follow Computer - 
Theft of Identity (GC04) cases: 


02UIHQO559S3CT, 

02UIHQ0639S3CT, 

05UIMI4153S3IO, 

07UIBH0777CI3MS, 

07UIGR4325CI3MS, 

08UITA3531GC04GC 

08UIRF3733GCO4GC 

08UINY3819GCO4GC 

08UICH4504GCO4GC 

08UIIN7062GCO4GC 

09UISL0936GCO4GC 

09UISL2419GCO4GC 

09UIBG2958GC04GC 


6/4/2002- 12/26/2003, in zip code 94188-2706 
7/11/2002-12/1/2003, in Zip code 30026-9360 
5/5/2005-7/13/2005, in zip code 32725 
10/30/2006-6/6/2007, in zip code 35824 
3/6/2007-7/10/2007, in zip code 27499 
2/29/2008-6/11/2008, in Zip code 34653 

3/10/2008-7/10/2008, in zip code 22082 

3/13/2008-4/10/2008, in zip code 07109 

4/17/2008-6/18/2008, in zip code 60540 

8/21/2008-8/28/2008, in Zip code 46201 

11/25/2008-9/13/2010, in zip code 63042 
3/17/2009-2/25/2010, in zip code 63180 

4/23/2009-12/2/2009, in zip code 70501 


The requested documents will be made available to the general public, and this 
request is not being made for commercial purposes. 

In the event that there are fees, I would be grateful if you would inform me of the 
total charges in advance of fulfilling my request. I would prefer the request 
filled electronically, by e-mail attachment if available or CD-ROM if not. 


Thank you in advance for your anticipated cooperation in this matter. I look 
forward to receiving your response to this request within 20 business days, as the 
statute requires. 


Sincerely, 
Emma Best 


Filed via MuckRock.com 

E-mail (Preferred): 75437-46472565@requests.muckrock.com 
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For mailed responses, please address (see note): 

MuckRock News 
DEPT MR 75437 
411A Highland Ave 
Somerville, MA 02144-2516 

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being 
sent through MuckRock by the above in order to better track, share, and manage 
public records requests. Also note that improperly addressed (i.e., with the 
requester's name rather than "MuckRock News" and the department number) requests 
might be returned as undeliverable. 



